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SSH Intrusion Detection

Detection based on three phases:
scan, brute-force, compromise

Network-level information for scalability

Behavioral analysis of attack tools in 
terms of flows



  

(Net)Flow 101

10.112.10.10:54876 -> 192.168.1.1:22 
Bytes:    45378              Proto:    TCP 
Packets: 211                  Flags:    ASFP 
Start:     1414177099 
End:       1414177261
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